SUMMARY Denial of service (DoS) attacks have become one of the most serious threats to the Internet. Enabling detection of attacks in network traffic is an important and challenging task. However, most existing volume-based schemes can not detect short-term attacks that have a minor effect on traffic volume. On the other hand, feature-based schemes are not suitable for real-time detection because of their complicated calculations. In this paper, we develop an IP packet size entropy (IPSE)-based DoS/DDoS detection scheme in which the entropy is markedly changed when traffic is affected by an attack. Through our analysis, we find that the IPSE-based scheme is capable of detecting not only long-term attacks but also short-term attacks that are beyond the volume-based schemes' ability to detect. Moreover, we test our proposal using two typical Internet traffic data sets from DARPA and SINET, and the test results show that the IPSEbased detection scheme can provide detection of DoS/DDoS attacks not only in a local area network (DARPA) and but also in academic backbone network (SINET). key words: denial of service attack, network security, attack detection
Introduction
With the explosive growth of the global Internet, people enjoying the network services with worldwide connectivity are at risk of attacks from other malicious users. In recent years, denial of service (DoS) [1] attacks have caused significant financial loss and have become one of the most serious security threats to the Internet. In a DoS attack, a malicious user often cripples a victim by simply flooding the target with many legitimate-looking requests. A sophisticated version of DoS is known as a distributed denial of service (DDoS) attack in which an attack is launched by multiple coordinated computers under an attacker's control. Launching a DoS/DDoS attack is very easy by using some attack tools such as Tribe Flood Network (TFN), TFN2K, and Trinity, which are available on the Internet [2]. But detection is still an open issue because of the complex nature of network traffic.
The current approaches of DoS/DDoS detection can be divided into two types: volume-based and feature-based. In a volume-based detection scheme, attacks are detected by identifying abrupt changes in traffic volume. In [3], J. Haggerty et al. proposed a real-time anomaly detection scheme to identify TCP SYN flooding attacks by analyzing the daily maximum arrival rate. In [6] , the anomalies were detected with a wavelet-based signal analysis system. Although these A feature-based detection scheme detects attacks by inspecting changes in the distributional aspects of packet header fields. H. Wang et al. [7] proposed a statistics-based mechanism to detect TCP SYN flooding attacks by checking the ratio of SYN/FIN packets. In [5] , a DDoS attack was detected when it caused the destination addresses to be concentrated on the victim address while the source addresses were spoofed. Although feature-based detection schemes can detect even small-volume attack traffic [5] , [7] , [11] , inspecting the header fields of every packet to collect and analyze the features is too exhausting a method to detect attacks in real time.
In this paper, considering that different application traffic has different packet size distributions and that this distribution changes during DoS/DDoS attacks, we propose an IP packet size entropy (IPSE)-based scheme in which the attacks are detected by observing time series of packet size entropy. A spike in the time series indicates that a possible DoS/DDoS attack is under way. We provide two methods to distinguish DoS traffic and DDoS traffic from legitimate traffic at the detected possible attack points. Different from existing volume-based and feature-based methods, our research studies DoS/DDoS traffic characteristics from the perspective of the IP packet size distribution, which has not been used in attack detection yet.
The main contribution of this paper is that our proposal not only detects long-term attack traffic, but also detects short-term attack traffic which does not cause detectable changes in traffic volume. The second contribution is that our proposal can provide a means of detection of DDoS attacks before they cripple the target. Compared with featurebased methods, our proposal does not need to inspect the header fields of each packet. This makes it simpler and more practical for real-time implementation.
Finally, our proposal can work in both local area network (LAN) (such as DARPA [12] ) and backbone network (such as SINET [15] ) environments.
The rest of the paper is organized as follows. Section 2 elaborates on the utility of the IPSE-based scheme for detecting DoS/DDoS attacks and introduces two methods for distinguishing attack traffic from legitimate traffic. Section 3 discusses the performance of our proposal with a traditional volume-based scheme in experiments using real traffic-trace data sets. We use DARPA data as LAN traffic, and SINET data as backbone network traffic for investigating proposed IPSE-based attack detection scheme. Section 4 concludes our proposal and outlines our future work.
Packet Size Entropy-Based Detection Scheme
This section describes the IP packet size entropy (IPSE)-based detection scheme. We first show how IP packet size entropy can be used to detect a potential DoS/DDoS attack. After discussing the discrepancy between legitimate traffic and DoS/DDoS attack traffic, we give a finer detection scheme.
Using Entropy to Detect Traffic Anomalies
As shown in Fig. 1 On the other hand, attacks usually produce packets independent of the response from the victim. Moreover, flooding-based attack traffic often consists of packets with identical sizes. For example, a SYN flooding attack traffic consists of SYN packets with 40bytes and an ICMP flooding attack traffic consists of ICMP packets with 1500bytes. Hence, we believe that the distribution of packet size is changed under attacks and that analysis of the packet size distribution can identify attacks on some degree especially when some special IP packet size distribution appears.
How to effectively describe the packet size distribution in a manner that provides necessary information for attack detection is the key question. After conducting observations, we find that entropy, which describes the degree of dispersal or concentration of a distribution, is an effective metric for extracting the properties of the packet size distribution in a manner that is appropriate for attack detection. By observing the time series of the entropy of packet size, we can expose the changes in packet size distribution and detect attack points. the IP packet size is a more suitable metric than volume because it successfully captures both long-term and short-term attacks.
The threshold of entropy Hth for reporting an alarm can be gotten by self-learning of legitimate traffic data for a certain period. After checking clean legitimate DARPA data sets for two weeks, we found that the entropies are mostly distributed in [0.6,3.5] and events with entropies of less than 0.5 only happened two or theee times per day. This is a very low false alarm rate. (As described in [12] , a system with 10 false alarms per day is preferred.) Here, two consecutive alarms are calculated as one alarm when their interval is less than one second since the network operator has already been alerted by the first alarm and too many alarms are not meaningful. Hence, we set 0.5 as the default threshold of entropy Hth for studying the DARPA traffic data. When the entropy is less than Hth, it indicates that a possible denial of service is under way.
Of course, an IPSE-based scheme can not detect all attacks completely and actually no scheme can. In a volumebased scheme, a false-negative case will occur for a shortterm DoS attack that does not cause detectable disruption in traffic volume. For a feature-based scheme, a false-negative case will occur for a new kind of attack that has not been described in the database of attack features. Comparing with traditional volume-based schemes, an IPSE-based scheme can detect short-term DoS attacks. Moreover, because the IPSE-based scheme is not based on the database of existing attack features, it can detect new kind of attacks.
In an IPSE-based scheme, a false-negative case will occur when a wily attacker knows our detection scheme and modifies his strategy by generating attack packets of different sizes. However, there is still a possibility to find new differences between the packet size distributions of the humanparticipating legitimate traffic and the machine-automating attack traffic. For example, when the attacker generates packets with randomized sizes, the packet size entropy of the attack traffic will be expected much larger than that of legitimate traffic. Our future work is to detect these more stealthy attacks. A false-negative case may also occur when the attack packet rate is too low and we will discuss the detection performance under different attack packet rates in Sect. 3.
Discrepancy between DoS Attack and Legitimate Traffic
Another potential problem for the IPSE-based detection scheme is false alarm when many legitimate packets arrive simultaneously. Here, we will try to solve the problem by analyzing the different packet arrival processes of legitimate applications and attacks. Here, we would like to make the same assumption as in [1] , [16] ; an attacker will do his best to cripple the victim by sending data with the maximum rate possible and will consistently make requests for higher rates than legitimate clients. Because any computer and network interface has a maximum possible transmission rate due to Packet arrival process for SYN flooding attack traffic. hardware or operating system limits, the attacker's sending rate will be usually at constant rate.
As shown in Fig. 2 So in a DDoS attack scenario, although each attacker sends out packets at a constant rate, in the aggregate, the DDoS attack traffic will blur together and follow a Poisson distribution. It is difficult to quantify the difference between a DDoS attack traffic and legitimate traffic on the traffic view.
On the other hand, for DDoS attack traffic in an observed window, the source IP addresses will be dispersed and the destination addresses will focus on the victim. Similarly to the IPSE-based scheme, we can use the difference in the entropy of source IP address It(SrcIP) and the entropy of destination IP address It(DstIP) to distinguish DDoS attack traffic from legitimate traffic. Here, It(SrcIP) and It(DstIP) are defined as and where Ps is the probability of packets with source IP address s and Qd is the probability of packets with destination IP address d.
We expect that the observed window with a large It(SrcIP)-It(DstIP) is reported to contain DDoS attack traffic. According to our calculation, It(SrcIP)-It(DstIP) during the DDoS attack process in Fig. 5 equals 1059 . On the other hand, the difference is less than 2 for legitimate traffic in other periods. Figure 6 summarizes the operations of the IPSE-based detection scheme. The first step is to detect a possible DoS/DDoS attack by using the packet size entropy. The observation window containing DoS/DDoS attack traffic will have a small H which is less than the threshold Hth gotten by self-learning. The second step is to judge whether the traffic in the observation window arrives at a constant rate by calculating the deviation D. This step can detect the DoS traffic. In the third step, we judge whether the observation window contains DDoS traffic by computing the difference in entropies of the source IP address and destination address.
IPSE-Based Detection Scheme
Although we have to inspect the packet header fields, this only happens in the third step where a possible DDoS attack has been detected in the first two steps. Compared with general feature-based schemes which need to inspect the packet header fields all the time, our proposal has a much smaller calculation burden.
The fourth step is to identify the spoofed source of a DDoS attack packet. Assuming a packet arriving with source IP address s and destination IP address d, we can identify whether it is a DDoS attack packet by its corresponding pair <Ps,Qd>, where Ps is the probability of packets with source IP address s and Qd is the probability of Fig. 6 Flowchart of IPSE-based scheme.
packets with destination IP address d. For a typical DDoS attack packet, since its source address is randomly dispersed and its destination address is concentrated on a victim, its Ps will be of a small value and Qd will be of a large value . Moreover, according to the performance of detection probability versus attack traffic rate studied in Sect. 3, a DDoS attack willl be effectively detected only when the DDoS attack packets are more than about 40% of total traffic. Let k be the number of spoofed source IP addresses. In our observation, k was at least 50. For each packet, when its Ps<0.02 and Qd>0.4, it is identified as an attack packet and its source address s is identified as a spoofed source. The tracing of a spoofed source is a very difficult task which requires the routing information of network and should be performed hop-by-hop as in [18] .
Experimental Evaluation
In this section, we will investigate the performance of the IPSE-based algorithm presented in the previous section. Our validation approach is centered on answering two questions.
(1) Does the IPSE-based method work in different environments such as in a LAN or a backbone network? (2) How does the attack traffic rate and duration affect the method's performance? To answer the first question, we use not only real LAN traffic (DARPA) data, but also real backbone network traffic (SINET) data to evaluate our scheme. To answer the second question, we inject the attack traffic of different rates and durations into the real traffic data sets as shown in Fig. 7 .
We quantify performance as follows: (1) detection probability: DP=number of successful detections; and (2) detection time: the detection delay after the detection starts.
Since the performance of a feature-based detection scheme is highly dependent of the database of attack features and is usually independent of attack traffic rate and duration, here we will only compare the performance of our proposed IPSE-based scheme with a traditional volumebased scheme that detects attacks by checking disruptions in the time series of traffic volume.
LAN Experiments with DARPA Data Set
Our LAN experiments use real network traffic taken from the MIT Lincoln Laboratory.
The data set taken on 03/08/2000 contains 11 hours of collected packets (08:00-19:00) and has a mean rate of about 13packets/s. Fig. 7 The environment of DoS/DDoS attack detection experiments. a long time to ensure a high detection probability for both schemes. Moreover, to achieve the same detection probability, the volume-based scheme needs more detection time than the IPSE-based scheme does.
Backbone Network Experiments with SINET Data Set
Our backbone network experiments use real traffic data from the Japan Internet Exchange (JPIX) to SINET [15] data extracted over 1.2h (14:33-15:45, March 1, 2004) with a mean rate of about 80kpackets/s. Before applying the IPSE-based detection scheme to the SINET data traffic, we observed the time series of entropy on packet size of the first 30min-utes (Fig. 10) . Accordingly, we set the threshold Hth to 2.0, which is small enough to distinguish attack traffic from legitimate traffic. In a backbone network environment, small-volume DoS traffic is usually submerged in the legitimate traffic and only high-volume DDoS attack traffic can be detected. Hence we mainly investigate the performance of the detection scheme for the DDoS attacks. In the following back- bone network experiments, the inter-arrival time between consecutive attacks is exponentially distributed with mean value 1 minute and the packets in one attack are generated according to a Poisson distribution. For different experiments, the mean traffic rate varies from 60kpackets/s to 200 kpackets/s. Without loss of generality, the packet size is set to 40bytes. Figure 11 shows that the IPSE-based scheme is also suitable for detection DDoS attacks in a backbone network environment. The detection probability increases as the attack traffic rate and duration increase. Moreover, the simulation results also show that the IPSE-based scheme has better performance of detection probability than the volume-based scheme and it is available even for a DDoS attack with only milliseconds durations. Figure 12 shows the tradeoff between the detection time and detection probability for different attack packet rates. For the IPSE-based scheme, although it takes a little larger detection time to ensure a higher detection probability, the detection time is only several milliseconds, which is well before the network congestion occurs. On the other hand, the volume-based schemes needs more than one second to ensure a high detection probability, which is about one thousand times that of the IPSE-based scheme.
Conclusion and Future Work
In this paper, we described an IP packet size entropy (IPSE)- based DoS/DDoS detection scheme, which was capable of detect not only long-term attacks but also short-term attacks which did not cause abrupt changes in traffic volume by observing the time series of the entropy of packet size.
Although our proposal can not detect all attacks completely (actually no scheme can), it is a novel approach with a simple implementation for DoS/DDoS detection. If a wily attacker knows our detection scheme and modifies his strategy, there is still a possibility to find new differences between the packet size distributions of the humanparticipating legitimate traffic and the machine-automating attack traffic. Our future work is to detect more stealthy attacks.
